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Abstract

Memory management in COM, Automation and OPC serversis atricky issue. This paper
will offer a concise explanation of the major issues and offer suggestions for creeting
sarvers and dientsthat are free of memory leaks. It assumes that you dready know the
basics of COM programming and memory alocation. All of these issues are dso
explained in various areas of the Microsoft Documentation. Also, experts may note that
some of the issues are dightly smplified for darity. That is while it is dways safeto
follow the rues presented here, it is possible on rare occasions to break some of these
rules but such situations are not discussed here,

When do | need to worry about this?

Y ou need to think about these issues mainly when passing parameters to methods on
interfaces. Asagenerd rule you can check the IDL file and examine the parameter
direction for each parameter.

All 'in' parameters are owned and managed by the program calling the method. In generd
no specid rules apply and they are generdly ‘locd’ memory as discussed later. The cdled
method can copy the dataif it needs to be preserved but must never try to save a pointer
to the data Snce the cdling program will be reusing that memory after the method

returns,

All 'out' parameters are 'shared’ ownership. Thisiswhere you need to be careful. The
cdled method alocates the memory which must be ‘globd’ or 'string' memory as
described below and passes a pointer back to the caling program. The calling program
must ‘free the returned memory.

Note that thisin/out rule gppliesto Caller/Cdlee, not to Client/Server. If the Server cals
back into the Client (referred to as a'Callback’), the same rules gpply.

Memory Types

There are three types of memory you may want to alocate and manage in an OPC Server;
local scraich memory, globa memory to be returned to the client as 'out’ parameters and
BSTR (dring) memory. Y ou must take care to aways alocate the right type of memory
for the right use and dso to free the memory using the proper function for that type of
memory. Note that in many cases, cdling the wrong 'free function for a particular

memory block will not generate any type of easily detectable runtime error but will ill

fail to free the memory resulting in lesks that can accumulate over time and eventudly
cause asysem to fall.

Local Memory



Loca scratch areas can be used within a function or can be alocated within an object as
long as pointers to them are not passed outside the task or DLL. The memory can be
dlocated and freed using either of two techniques.

maloc/free - the 'old' way.
new/delete - the 'new’ (recommended) way. If you alocate an array using new, be
sureto usethe 'delete[]' syntax when freeing the memory.

Note that although the two techniques both work, you CANNOT dlocate ablock with
one technique and free it with the other.

Global Memory

Globa memory isthat which isdlocated by the cdled method and passed back to the
cdler by way of 'out' parameters (except BSTR memory as noted below). The memory is
then freed by the cdler. There are two techniques for managing this type of memory.

CoTaskMemAlloc/CoTaskMemFree - the 'easy’ way.
CoGetMalloc - the 'efficient’ way.

These techniques use the same memory ‘pool’ and are interchangegble. For example you
can alocate memory in acdled functionwith CoTaskMemAlloc and freeit in a caling
method using the IMadloc obtained from CoGetMdloc. Note that in case of error it isaso
dlowed for the cdled method to free the memory (for example where you get hdfway
through amethod and determined that the data cannot be returned to the caler dueto an
error condition). In this case the 'out' pointer must be set to NULL and an E_xxx
HRESULT must be returned.

String Memory

String memory is used with BSTRs. BSTRs must ALWAY S use this class of memory.
The SysString. .. functions described in the OLE Automation Programmers Reference
must ways be used to dlocate and free this sort of memory. For exampleif adient is
freeing aBSTR that was returned from a server, it MUST use SysFreeString.

VARIANTS
OPC commonly makes use of variants. To summarize, dl of the rules above Hill apply.

Depending on your needs, the VARIANT itself can be dlocated from ether local or
global memory. Also depending on the context, datawhich the VARIANT points to can
be dlocated using local, global or String memory.

After you alocate one or more VARIANTS (eg. by usng CoTaskMemAlloc or new) you
MUST cdl Variantinit() on each one. If you are soring aBSTR into the variant
(VT_BSTR) you mug allocate the BSTR from String memory. Note that there would be
two separate memory blocks at this point; the block containing the VARIANT and the



block containing the BSTR and that the VARIANT (in block 1) would contain a pointer
tothe BSTR (in block 2).

Beforefreging one or more VARIANTS (e.g. one returned as an 'out’ to a caller) you
MUST cdl VariantClear() for each one. Note that VariantClear is avery clever function.
It will determine what type of memory (if any) the Variant points to and whether itisan
array and it will then free that memory using the proper method. After cdling
VariantClear to free the contents of the Variant, you can free the memory containing the
VARIANT itsdf (eg. by usng CoTaskMemFree or Delete). Note thet it is safe and
reasonable to cal VariantClear on avariant that does not actudly point to any other
memory (eg. aVT_R4 vaiat).

Testing
It is very strongly recommended that you test your clients and servers using a package
(such as BoundsChecker) which can detect memory leaks.

CAUTION: OLE performs some very complex caching on String memory. For example
it may group muitiple BSTR grings within asingle memory block. Asareault, cdling
SysFreeString may not actualy free the memory. This can make testing of BSTR related
code very difficult. Not surprisngly, some of these diagnostic packages may report
spurious memory leaks in such cases when in fact your code is correct.

It is often helpful to test a new client with a server that is known to be reliable (such as
the OPC Sample Server) or to test anew server with aclient that is known to be reliable
(such as the OPC Sample Client).

Summary
Careful atention to these ruleswill result in rdiable, leak free servers.



